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Exploiter le Web comme terrain d'enquetes SHS

Le Web : un espace de dialogue et de débats

ARE YOoU COMING To REDY
) T CANT THIS
1S IMPORTANT.
WHAT? |
) SOMEONE 15 WRONG
ONTHE INTERNET.
/

;UL @

f e ——

CC-BY-NC - Randall Munroe - XKCD

— Collecter, enrichir, nettoyer, visualiser & analyser des traces humériques
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https://www.xkcd.com/386/
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« Google Is nice,
but we need
something better »

The Indian Express, 2011
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SciencesPo

médialab @ SCienCES PO https://medialab.sciencespo.fr

« Laboratoire de recherche SHS
fondé par Bruno Latour en mai 2009,
dirigé par Dominique Cardon depuis 2017

« Sciences Sociales, Ingénierie & Design
- Interdisciplinarité

« Articuler méthodes quali & quanti
a travers une approche numérique

« Travaliller avec les traces numeériques

* Un écosysteme d'outils Open Source
https://medialab.sciencespo.fr/outils/

e Un atelier ouvert mensuel : le METAT

https://www.sciencespo.fr/recherche/fr/content/metat-latelier-de-methodes
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Développement d’outils au service des SHS

 Viser une large Adoption :
— conception d'outils dédiés aux besoins des chercheurs
- design d'interfaces centrées sur |'utilisateur
— publication d'outils web utilisables directement en ligne

« Assurer un maximum de Reutilisabilite :
— développement « opportuniste » de fonctionnalités

- diffusion en Logiciel Libre Open Source
(téléchargeable, installable, vérifiable & modifiable)

 Documentation academique des outils & méthodes
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Acces controle via les APIs des plateformes

« « Application Programmation Interface »

- Avantages: API reference index
- données structurées « propres »

Accounts and users
- acces ade gros volumes Follow, search, and get users

- relative complétude e

- acces a des informations d'usage i idbiiguimoniiy

* GET friendships/lookup
= 0 * GET friendships/no_retweets/ids
® PrObIemes u s GET friendships/outgoing
» GET friendships/show
= = SET users/looku
- acces a de gros volumes e
- =1 o S
. . . * GET users/show
- limitation des appels
= GET users/suggestions/:slug
* GET users/suggestions/:slug/members

- K bOTteS nOIreS » = POST friendships/create

* POST friendships/destroy

- risques de refermeture (ex : Twitter V2) - o

https:/Ideveloper.twitter.com/en/docs/api-reference-index

- dépendance a la vision des plateformes
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De nombreuses metadonnees a exploiter

TWEET_FIELDS = [
nign,

"time",

digital ID

UNIX timestamp of creation
Is0 datetime of creation

"created_at",

author's user text ID (@user)
message's text content

"from_user_name",
"text",

"filter_level", internal TCAT field, ignorable

"possibly_sensitive”, whether a link present in the message might contain sensitive content according to Twitter

"withheld_copyright”, # whether the tweet might be censored by Twitter following copyright requests, ignorable
"withheld scope", whether the content withheld is the "status" or a "user”, ignorable

"withheld_countries”,
ScPo médialab b "truncated"”,
@mediaiab_ScPo "retweet_count”,

"favorite_count",

list of IS0 country codes in which the message is withheld, separated by |, ignorable

whether the tweet is bigger than 148 characters, obsolete

number of retweets of the message (at collection time)

number of likes of the message (at collection time)

"reply_count", number of answers to the message, dropped by Twitter (since Oct 17, now charged), unreliable and ignorable

Pour mleux Comprendre qUI Sont Ies prOdUCteurS de "lang", # language of the message automatically identified by Twitter's algorithms (equals "und" when no language could be detected)
connaissances sur la Russie mm en France entre 1980 to-user-nane”, [T T0 0T Ehe uer The messace e ensering o

"to_user_id",

et 2020, le projet "Russia, made in France” de V. "in_ reply_to_status id",
Lepinay et E. Lezean propose trois bases

"source_name",

documentaires, en partie accessible en ligne. “source url,
A découvrir sur Location",

"lat",
"Ing",

digital ID of the user the message is answering to
digital ID of the tweet the message is answering to

medium used by the user to post the message
name of the medium used to post the message

link to the medium used to post the message
location declared in the user's profile (at collection time)

latitude of messages geolocalized

longitude of messages geolocalized

"from_user_id",
"from_user_realname”,
"from_user_verified”,
"from_user_description”,

author's user digital ID

author's detailed textual name (at collection time)

whether the author's account is certified

description given in the author's profile (at collection time)

"from_user_url", link to a website given in the author's profile (at collection time)
"from_user_profile_image url", # 1link to the image avatar of the author's profile (at collection time)

"from_user_utcoffset”, time offset due to the user's timezone, dropped by Twitter (since May 18), ignorable

"from_user_timezone", # timezone declared in the user's profile, dropped by Twitter (since May 18), ignorable

"from_user_lang", language declared in the user's profile (at collection time)

"from_user_tweetcount”,

number of tweets sent by the user (at collection time)

"from_user_followercount™, number of users following the author (at collection time)

"from_user_friendcount™, number of users the author is following (at collection time)
"from_user_favourites_count”, # number of likes the author has expressed (at collection time)
"from_user_listed", number of users lists the author has been included in (at collection time)

"from_user_withheld_scope", whether the user content is withheld, ignorable

"from_user_withheld_countries”, # list of IS0 country codes in which the user content is withheld, separated by |, ignorable
"from_user_created_at", !

150 datetime of creation of the author's account
Russia, made in France : des connaissances sur la Russie | médialab Sciences ... "collected_via_thread",
- Cyep s - - "retweeted_id"
Comment parler de la Russie et qui définit I'ordre du jour de la conversation sur i,
: T ot e t 5 "retweeted_user_name",
la Russie soviétique et post-soviétique ? Initié en 2017, Russia, made in France... . o
§ ) . retweeted_user_id",
& medialab.sciencespo.fr "quoted_id",

whether the tweet was retrieved only as part of a thread including a tweet matching the desired guery

digital ID of the retweeted message

text ID of the user who authored the retweeted message
digital ID of the user who authoring the retweeted message

digital ID of the retweeted message

"quoted_user_name", text ID of the user who authored the retweeted message

"quoted_user_id", digital 1D of the user who authoring the retweeted message

11:13 AM - 18 mars 2021 - TweetDeck

"1links", # list of links included in the text content, with redirections resolved, separated by |
"medias_urls", # list of links to images/videos embedded, separated by |
iog S "medias_files”, # list of filepames of images/videos embedded and downloaded, separated by |, ignorable when medias collections isn't enabled
12 Retweets 2 Tweets cités 31 J'aime s . : )
mentioned_user_names", # list of text IDs of users mentionned, separated by |
"mentioned_user_ids", # list of dipital IDs of users mentionned, separated by |
"hashtags" # list of hashtags used, lowercased, separated by |
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Gazouilloire : extraction systematique de tweets

 Collecter en direct en continu (et jusqu'a 7 jours en arriere)

4.056196]
4.259849]
.807085]
.358533]
.810930]
45.049743]
45.821150]
.598045]
.893009]
.401661]
.073013]
.383614]
.905385]
.060840]
.922864]
.989779]

des tweets par mots-clés, urls, utilisateurs, localisation, langue, etc.
les conversations et medias associés
des utilisateurs et leurs mentions

: Starting search queries with 328 remaining calls for the next 655 seconds

: [search] +1 tweets (agriculture%2@Paris OR agricultures%2@Paris OR agroforesterie%20Paris)
: Saved 1 tweets in MongoDB

: [search] +1 tweets (espaces%20verts%20Paris OR ferme%20Paris OR fermes%20Paris)
: Saved 1 tweets in MongoDB

: [stream] +1 tweet

: Saved 1 tweets in MongoDB

: [stream] +1 tweet

: Saved 1 tweets in MongoDB

: [medias] +1 files

: Starting search queries with 286 remaining calls for the next 571 seconds

: [stream] +1 tweet

: Saved 1 tweets in MongoDB

: Starting search queries with 246 remaining calls for the next 491 seconds

: [search] +1 tweets (compost%20Paris OR composts%20Paris OR compostage%2@Paris)
: Saved 1 tweets in MongoDB
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Differents modes d'extraction de données web

2 approches bien distinctes aux cibles et résultats différents
CRAWLING Vs.

fouille systématique
(sources multiples hétérogenes)
contenus textuels & hyperliens

o R v

traitement analyse de réseau
du langage (effets de communaute)

Problemes : des données « sales » et un important colGt en maintenance

CHECK ITOUT—T MADE A | | 15 I A GIANT HOUSE OF CARDS IT.... MIGHT NOT GE.

FULLY AUTOMATED DATA BUILT FROM RANDOM SCRIPTS _
PIPELINE THAT COLLECTS | | THAT WILL ALL COMPLETELY ‘ T GUESS THAT'S SOMETH
AND PROCESSES ALLTHE | | COLLAPSE THE MOMENT ANY JHOOPS, JUST

INFORMATION WJE NEED. INPUT DOES ANYTHING \JEIRD? COLLAPSED. HANG

ON, I CAN PATCH IT.

MR * |

Méthodes, outils et limites pour collecter et analyser le web et les réseaux sociaux
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Google bookmarklets : resultats Google en data

https://medialab.github.io/google-bookmarklets/

Des petits boutons installables simplement dans les favoris du navigateur
pour exporter simplement en tableur des résultats d'une recherche Google

FTIITIe e R  (  Se
H . REChercn

@ v B Go gle digital humanities n

Search tools

o
@ Open Hyphe links @& SwitchToClassicGoogle®

Redirect to Classic Google

Digital humanities (DH) is an area of sch
the intersection of computing and the disci

Drag & drop images below into your bookmark bar: humanities. The nature of this activity ran| Which language? | en ¥
the practical, such as digitizing historical ¢ o
philosophical, such as reflection on the ng How many results per page? | 100 ¥
Y ad representation itself. —
.E ¢ You will be redirected to the following url:
Digital humanities - Wikipedia Nuss e

https:/fen.wikipedia.org/wiki/Digital_humanitig

Go gle digital humanities ﬂ Redirect mel

Digital humanities - Wikipedia
https:/fen.wikipedia.org/wiki/Digital_humaniti
Digital humanities (DH) is an a cholarly activity at the intersection of computing and the
disciplines of t anities. The nature of this activity ranges broadly, from the practical, such as

itizing historical texts, to the philosophical, such as reflection on the nature of representation itself.
Definition - Areas of inquiry - Environments and tools - History

All Mews Books mages \Videos More ¥ Search tools Get to Google faste

default search engir

<

Digital Humanities | Stanford Humanities - Stanford Humanities Center
Extract Classic GOOQ_'B Results shc.stanford edu/digital-humanities ~

Digital Humanities. The digital humanities at Stanford sit at the crossroads of computer science and

Digital humanities (DH) is an area of schi

the intersection of computing and the disci f:ﬂgc&iﬁ’L';d'tgc:tf[')[;‘::'s'“"':'e:" e)
humanities. The nature of this activity ran| e ; el
the practical, such as digitizing historical t¢ 103 new results in this page

philosophical, such as reflection on the na
representation itself. Keep existing results & continue to the next page
_ Download CSV with 103 urls

Digital humanities - Wikipedia

https:/fen.wikipedia.org/wiki/Digital_humanitie
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Creuser le web avec Minet

https://github.com/medialab/minet

M/NET

e QOutil pour utilisateurs avancés (ligne de commande)

« Extraire des contenus textes, des liens, des images, etc.
a partir de listes d'URLs

e Scraping:  APIs:
- posts & groupes Facebook - Crowdtangle (métriques Facebook)
- recherche Twitter - friends/followers Twitter

- meétadonnées videéos Youtube
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Hyphe : un crawler oriente par la recherche

http://hyphe.medialab.sciences-po.fr/demo/
* Les liens hypertextes : nouveaux révélateurs
de relations entre acteurs d'une thématique

e Créer un corpus documentaire
- « acteurs web » & contenus textuels respectifs hyp he

- liens hypertextes entre ces acteurs

« FEtudes exploratoires ou de controverses dans tous les domaines

-

LA

,,,,,,,,,,, z ST N
C O I 2 1 @ Hel0assg oiorution
S e R o @ revore o
mmmmmmmm ® Lagedaire-BREFUIETaT™
- - Vd e O TSN e e W e QLW
ie privée
% el Shdean e
nnnnnnnnnnnnnnnnnnnnnnnnnn
~ . « coauv. o Utopieapmmsctes
s e v SR e N et AR -
Xxtreme daroite o e @ oidign
7
A s P e s o B I e el £ ®Obsarm
......
. . .
o e o Collstitestet
lissu associatif 2
nda """ e Scinfdiex
.....................
(Lo » Telebocal disside
- - - @ Nuitdebout
Produits laitiers sfimar bt e
Y dpyag ]
s Sy i
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Cartographier le web autour d'un theme/debat

Corpus web sur le
changement climatique :
le changement climatique
est-il anthropique ?

Le réseau représente les acteurs tels qu'ils sont reliés sur
Le web par des hyperliens. Les acteurs Les plus cités dans
le corpus ont une plus grande taille. La couleur des liens
est celle de l'acteur qui en est a L'origine.

Gefund po

A = @\Gcrund"s'et‘ el

POSITIONNEMENTS DES ACTEURS / ACTORS' POSITION

Web corpus
on climate change:
anthropogenic climate change

The network represents how actors hyperlink on the web.

The most cited actors have the biggest representation.
Links are colored according to their source.

- ot
Gﬁﬁf&?ﬁlﬁ?"

Ldenergyoutlook
99 i URCi

Le changement climatique est-il anthropique ? / Anthropogenic climate change

00 e e

NOT UNKNOWN
RELEVANT ORNOT
CATEGORIZED

—® Antigreen. Blogspot
atescienceinternational
/globalswarming.htm

00;
‘Dmlubnyonet

*chmutechunged PUtC mutesc "cﬁuemycurbondloxlde

ute.wuiupiels

; W
A stml ncllmatemudness Bloaqwor
4 uhn daly

mfermorohosg
ngconserisus,

SRR AN
onvenientskeptic
/==, wumatereason

,ﬂhemeochleﬁo ordpress
nsl andscapesan.cycies

War,inrecs

; // ;
Flles :Wordpress

0f 10.)
ohseruen worg| &
lnﬂlmatls Blo Rlottsupwlththat

allbloke:F!

es:Wordp ress,
cuuebespuutwumn ydener.Wordpress

ruWordpress
Wordpress

n'B [OgS p (\)t -limatedebate.Files Wordpress
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-
Anal de fond : traiter | nten text
alyse ae 10 . tralter ies conienus iexie
Search
PRIVACY WEB CORPUS Q. Apple FBi backdoor fopics
: .4 AXA
SciencesPo ‘f bttt H E\?lt:variumuh .
WD . nakedsecurity.Sophos Surveillance FR
https://nakedsecurity.sophos.com/category/technologies/operating-s..
developers would rather quit than give FBI a backdoor A lead
developer for the Tor Project said
. -
. . (i ’ Helpnetsecurity Business & Media
L https://www.helpnetsecurity.com/tag/backdoor/
(= . . encryption backdoors a bad idea March 4, 2016 backdoor
E < . —~ cybercriminals encryption Apple and the FBI
m
i . x
L]
5 e nakedsecurity.Sophos Surveillance US g
= https://nakedsecurity.sophos.com/2016/03/23/tor-project-says-devel... Bel
E e developers would rather quit than give FBI a backdoor 23 Mar 2016 1 m
o - Apple, i0S, Law & order, Privacy 3
a 1 : Cybersecurity 3
fﬁ . nakedsecurity.Sophos 8
. - https://nakedsecurity.sophos.com/2016/03/23/tor-project-says-devel...
< developers would rather quit than give FBI a backdoor 23 Mar 2016 1 >
S - Apple, i0S, Law & order, Privacy X .
- o Big data & Analytics
’ Sidstamm
http://blog.sidstamm.com/2016_02_01_archive.html
» L a Y their phones vulnerable is not the right approach. The current public
- discourse on the Apple vs. FBI "open Data Regu|aﬁ0n FR
» L J
e ~ Laquadrature
https://mediakit,Iaquaqrature.net//view.php?fullﬂ&id:2374
E|Et):.1w6?o2;?n[ﬁ521 I-;CP Chiffrement Apple FBI Download : MP4 , WebM , Cookies & Tracking
.
» Laquadrature
https://mediakit.laquadrature.net//view.php?id=2374
20160219[AC] LCP Chiffrement Apple FBI Download : MP4, WebM , Telec Operators FR
- How to embed ?
e Laquadrature
https://mediakit.laquadrature.net/view.php?full=1&id=2374 Card and ID fraud
20160219[AC] LCP Chiffrement Apple FBI Download : MP4 , W
2,313 ENTITIES r1 QU COr e o Chirement Apple FBI Downio ‘*
7,549 entities represented as a cloud
http://tools.medialab.sciences-po.fr/privacy/
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Web ouvert ou fermeé : quid de I'inaccessible ?

e Probleme:

Comment étudier certaines parties du web moins visibles ?

web « profond », sites verrouillés derriere mot de passe,
pages requérant un compte utilisateur autorisé, etc.

« Exemple:

Groupes Facebook non publics

e Possibilités :

Travall de terrain en « immersion web »
— obtention d'un acces (demande / « implication directe »)

— réutilisation des cookies du navigateur (par exemple avec minet)

17/05/21 - ResPaDon Méthodes, outils et limites pour collecter et analyser le web et les réseaux sociaux
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Pérennité du web : comment gérer I'éphémere ?

* Probleme : comment exploiter les contenus web disparus ?

domaines non renouvelés, contenus retirés, sites refondus ou non
maintenus, messages supprimes, etc.

— nécessité d'accéder au passé (et donc de le conserver)

« Exemple Twitter :

acces au passeé via scraping (sans RTs) ou via I'accés dédié aux
chercheurs a I'API v2, mais... = 20% des tweets supprimés en un an

— privilégier la collecte live au plus tot (par exemple avec gazouilloire)

« Exemple web:

corpus Hyphe de liens hypertextes renvoyant vers des pages disparues
— exploitation des archives (BnF, INA DL-Web, Internet Archive, etc.)

— connecter Hyphe a ces archives (WP4 ResPaDon)

17/05/21 - ResPaDon Méthodes, outils et limites pour collecter et analyser le web et les réseaux sociaux 16
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A vos questions !

17/05/21 - ResPaDon

https://medialab.sciencespo.fr
benjamin.ooghe@sciencespo.fr

@boogheta @medialab_ScPo
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